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Sb: 4564 /STNMT-DLTT Thanh Hod, ngay 24thang 5 nam 2024

VIV canh béo cac 16 hong an toan thong tin
anh hudng cao va nghiém trong trong cac san
pham Microsoft cong b thang 05/2024.

Kinh gui: Truong cac don vi thudc So.

S Tai nguyén va Mai truong nhan dugc Cong vin sb 156/TTCNTT&TT-
QTHT ngay 21/5/2024 cta Trung tam Cong nghé thong tin va Truyén thong vé viée
16 hong an toan thong tin anh hudng cao va nghiém trong trong cic san pham
Microsoft cong bd thang 05/2024. Can ctt Cong vin s6 884/CATTT-NCSC ngay
16/05/2024 vé viéc 16 hong an toan thong tin anh huong cao va nghiém trong trong
cac san pham Microsoft cong bd thang 05/2024 ciia Cuc An toan thong tin, Bo
Thong tin va Truyén thong. Ngay 14/5/2024, Microsoft di phat hanh danh sach ban
vé thang 05 voi 59 16 hong an toan thong tin trong cac san pham ctia minh. Ban phat
hanh thang nay dic biét dang chu y vao cac 16 hong an toan thong tin co6 mirc anh
hudng cao va nghiém trong sau:

(1) LS hong an toan thong tin CVE-2024-30040 trong Windows MSHTML

Platform cho phép dbi tuong tan cong vuot qua co ché bao vé. L hong hién dang
bi khai thac trong thuc té.

(2) Ld hong an toan thong tin CVE-2024-30044 trong Microsoft SharePoint
Server cho phép ddi tuong tin cong thuc thi ma tir xa.

(3) 03 156 hong an toan thong tin CVE-2024-30051, CVE-2024-30032,
CVE2024-30035 trong Windows DWM Core Library cho phép d6i tuong tan cong
thuc hién tan cong leo thang dic quyén. L hong hién dang bi khai thac trong thuc té.

(4) - Ld hong an toan thong tin CVE-2024-30042 trong Microsoft Excel cho
phép ddi twong tan cong thyc thi ma tir xa.

(5) Ld hong an toan thong tin CVE-2024-30033 trong Windows Search
Service cho phép d6i twong tan cong thuc hién tan cong leo thang dic quyén.

(6) L hong an toan thong tin CVE-2024-30043 trong Microsoft SharePoint
Server cho phép ddi tugng tan céng thuc hién tin cong XXE.

(Théng tin chi tiét cdc 16 hong bdo mdt cé tai Phu luc kém theo).
Pé tang cuong chu dong phong ngira cic rii ro mat an toan thong tin tai cac hé
thong thong tin va may tinh cta cac don vi, Giam doc So ¢ y kién chi dao nhu sau:
1. Giao Trwéng cac don vi truc thudc Sé chi dao cac by phin, ca nhan
thue hién:



- Chu dong kiém tra, ra soat, xac dinh may tinh str dung hé diéu hanh Windows
c6 kha nang bi anh hudng (néu co). Thuc hié€n cap nhat ban va kip thoi dé tranh nguy
co bi tan cong.

- Trong qua trinh thuc hién, néu gip khé khin, vudng mic vé ki thuat lién
quan dén cac nodi dung, cong viéc lién hé v6i T Gmg clru su ¢d An toan thong tin
mang S& Tai nguyén va Moi truong hoac Trung tam D liéu thong tin tai nguyén va
mdi truong (don vi phu trach an toan thong tin mang cua So tryc tiép theo ddi, chi
dao hoat dong cua T ung clru su cé).

2. Giao Trung tam Dir liéu thong tin tai nguyén va méi truwong:

- T6 chire kiém tra, ra soat va xac dinh may tinh trong pham vi co quan dang
st dung hé diéu hanh Windows c6 kha nang bi anh huong (néu co), thuc hién cap
nhat ban va kip thoi dé tranh nguy co bi tan cong.

- Chi dao T ung cliru sy ¢ S0, to chire tién hanh kiém tra, ra soat va khoanh
vung tim kiém dé g& bo ma doc dang 1ay nhidm trén cac may tinh trong hé thong
mang ctia S&, xir Iy, ngin chin sy ¢ mat an toan théng tin néu c6 tai Co quan S&
va cac don vi tryc thudoc S¢ Tai nguyén va Moi truong.

- Ping tai huéng dan k¥ thuat cach thirc thuc hién chi tiét dbi voi 16 hong bao
mat 1én Cong thong tin dién tr cia So.

Theo céc ndi dung trén, yéu cau cac don vi nghiém tac trién khai thyc hién./. j
Noi nhin: GIAM POC
- NI}u trén;
- Cong thong tin dién tir S&;
- Luu: VI, TTDLTTTNMT.

Lé Sy Nghiém



Phu luc:

THONG TIN CAC LO HONG BAO MAT THANG 5/2024

1. Théng tin cac 16 hong bio mat:

trong thyc té.

- Anh huéng: Windows 10,
Windows 11, Windows Server
2016, 2019, 2022..

STT CVE Mo ta Linh tham khéo
- Piém: CVSS: 8.8 (Cao) https://msrc.microsoft.com/up
- M6 ta: LS héng trong Windows date-guide/vulnerability/
MSHTML Platform cho phép dbi 2024-30040
tuong tn cong vuot qua co ché bao

1 CVE-2024-30040 | vé. Ld hong hién dang bi khai thac

- Piém: CVSS: 8.8 ( Nghiém trong)
- M6 ta: L hong trong Microsoft
SharePoint Server cho phép doi

https://msrc.microsoft.com/up
date-
guide/vulnerability/CVE2024-

Excel cho phép ddi twong tan cong
thuc th1 ma tir xa.

2 CVE-2024-30044 tuong tan cong thuc thi ma tir xa. 30044
- Anh hudng: Microsoft SharePoint
Server.
- Piém: CVSS: 7.8 (Cao) https://msrc.microsoft.com/up
- M6 ta: : LS hong trong Windows | date-
DWM Core Library cho phép d6i guide/vulnerability/ CVE2024-
tugng tan cong thyc hién tn cong | 30051
leo thang dic quyén. LS hong hién | https:/msrc.microsoft.com/up
CVE-2024-30051 | dang bi khai thac trong thuc té. date-
3 CVE-2024-30032 |- Anh huong: Windows 10, guide/vulnerability/CVE2024-
CVE-2024-30035 | Windows 11, Windows Server 30032
2016, 2019, 2022. https://msrc.microsoft.com/up
date-
guide/vulnerability/ CVE2024-
30035
- Piém: CVSS: 7.8 (Cao) https://msrc.microsoft.com/up
A CVE.2024.30040 |~ MOt L héng trong Microsoft | date-

guide/vulnerability/CVE2024-
30042
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- Anh huong: Microsoft Excel,
Office Online Server, Microsoft
365 Apps, Microsoft Office LTSC.

- biém: CVSS: 7.0 (Cao) https://msrc.microsoft.com/up
- M6 ta: L3 hong trong Windows date-guide/vulnerability/
Search Service cho phép dbi tuong | CVE-2024-30033

tan cong thuc hién tan cong leo

CVE-2024-30033 N \
thang dac quyén.

- Anh huong: Windows 10,
Windows 11, Windows Server
2022.

- Piém: CVSS: 6.5 (Cao) https://msrc.microsoft.com/up
- M6 ta: L hong trong Microsoft date-

SharePoint Server cho phép doi quide/vulnerability/ CVE2024-
CVE-2024-30043 | tuwong tdn cong thuc hién tin cong | 30043

XXE.

- Anh hudng: Microsoft SharePoint
Server

2. Huéng din khic phuc:
Phwong phap 1: Kiém tra lich st cap nhat trén may chi
- Windows Server 2012:
Truy cap Windows Update > View update history > Kiém tra ma ban cép nhat
da dang véi ma phién ban can cap nhat tai muc 2.1.

¢S View update history |;E-I|
£ * 1T |& » Control Panel » System and Security » Windows Update » View update history v & Search Control Pans r)
Review your update history
Check the Status eclumn to ensure all important updates were successful. To remeve an update, see Installed Updates,
T leshoot problems with installing updates
MName Status Importance  Date ifistalled
Fecun’ty Updiate for Windows (KBA57T1723) Succeeded Impaortant 9r15/2020 1

- Windows Server 2016 tré 1én/ Windows 10: 7
Truy cép Setting > Update & Security > Update history > Kiém tra ma ban cap
nhat da dung v&1 ma phién ban can cap nhat tai muc 2.1.
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& Home Update status

| Find a setting | Updates are available.
+ Update for Windows Defender Antivirus antimalware platform - KB4052623 (Version 4.18.2001.10).

Updates are ready to install
2 Windows Update
Install now
W Windows Defender

Update history

) Recovery

@ Activation Update settings

Phwong phap 2: Sir dung CommandLine
- Céach thuc truy cap CommandLine:

+ Vao thanh cong cu Start > Run > gd cmd.exe va chon OK
+ Vao thanh cong cu Start > G6 cmd tai 6 tim kiém va an ENTER
Str dung 1énh systeminfo | findstr KB(mé kb tai muc 2.1)

- Vi du: systeminfo | findstr KB5003681

+ V61 nhitng may chu da update s€ hi¢n thong tin:

Command Prompt

icrosoft Windows [Uersion 6.3.96881]
(c?> 2813 Microsoft Corporation. All rights reserved.

systeminfo | findsty» KB5803681
[1431: KB5883681

+ V61 nhitng may chu chua update, s€ khong hién ra thong tin:

EX Command Prompt - O X

3. le(mg din thuc hién cip nhit ban va
3.1. Poi véi hé thong khong c6 may chi WSUS



- Buéc 1: Kiém tra OS, version hé diéu hanh dang sir dung:

Céch 1: Chon thanh Start > G winver > Enter dé kiém tra:

All Apps Documents Welb

Best match

|i 1 winwver
Run command

| Search the web

2 winver - see web results >

I fe w'rnver{

C4ch 2: Chon Setting > Nhap 6 tim kiém “About this PC” (hoic chudt phai This
PC > Properties)



Settings

zl Personalizatio

Background, lock

@ Gaming

Xbox Game Bar, captures, Game

Maode

Q

Update & Security
.1 ety

Windows Settings

about] X

(0 About your PC

See if you have a 32-bit or 64-bit version of
Windows

2 Taskbar notification area

Hear advanced information about controls
when navigating

3 System

Show all results

Network & Internet

Wi-F{ airplane mode, VPN
Time & Language
Speech, region, date
Privacy

ocation, camers, mic

Kiém tra myc: Windows Specifications

Settings

1 Home

Find a setting »

Systam

O Display

4 Sound

Notifications & actions

Focus assist

Power B sleep

2 Storage

B Tablet

i Multitasking
Projecting to this PC

Shared experiences

About

Product ID D000-00000-AA
System type t operating system, x54-based processor
Pen and touch Mo pen or h input is available for this display
Copy
Rename this PC

Windows specifications

Edition Windows 10 Pro
Version
Installed on
05 build

Experience Windows Feature Experience Pack 120.2212.551.0

Copy
Change product key or upgrade your edition of Windows
Read the Microsoft Services Agreement that applies to our services

Read the Microsoft Software License Terms

Systemn protection
Advanced system settings

Rename this PC (advanced)

&% Gethelp

& Give feedback

- Budc 2: Download ban va tai

https://www.catalog.update.microsoft.com/Home.aspx




Tai 6 Search nhap ma kb phu hop dua vao bang trén muc 2.1

GP
4
Microsoft'Update Catalog

Kl | e

Tt e b T MR ekt Cotadog S0 W ward pet S N VL (44 e Oup) 84 o7l 15
el b provede t weh your thoughts and wRgnIbons T3 et staded Ui the win erbs i oot M

ArwTos i B Swmch bw Aene ar VIV i FAQ) A e Sn

Micrusnl pdlile Catalog

£ el
) Search results for 5003681

Updates:1- 3 o 3 ipage 10 1)

o Previous | Nes .

| | Fraducis | Cossication Last Upcated | Verson | e ‘ Downiasd |
Windoms B.1 Security Updates 7202 e %7Ma | Downiead |
Windans 81 Security Undates s s 3408 Dovmioad
Secusity Updstes e s 17ME Download

o' 2021 Microsoft Corporation. All Rights Reserved. | privacy | terms cf use | help |

oft Update Catalog - Profile 1 - Microsoft Edge

https:/ www.catalog.update. microsoft.oom

Download

Download Updates

2021-06 Security Only Quality Update for Windows Server 2012 R2 for x64-based Systems
(KBES003681)

rwi ndows8.1-kb 5003681 -x6<4_b153926f601015f8734d2b250936eTd6441c3 ?Ef.msu1

Close

- Buoc 4: Cai dat ban cap nhat da tai 1én tirng may



o Windows Update Standalone Installer

Do you want to install the fellowing Windows software
update?

Fecur?l:y Update for Windows (KBS003681)

e [

I The updates are being installed

Installation status:
Initializing installation... |

- Budc 5: Khéi dong lai may chu sau khi tién hanh cai dat ban cap nhat.

3.2. D6i v6i h¢ thong sir dung WSUS 7
- Budc 1: Véi cac hé thong sir dung may chu WSUS dé quan tri cac ban cap nhat
tap trung, nhap ma kb phu hop dua vao bang trén muc 2.1.



Search

s
Updates Computers

Search the title, description, Knowledge Base article number, or the Microsoft

Security Response Center number of all updates.

Close
Text: [5003681 | l

Update Title

02 1-06 Secunty Cnly Quality Update for Wendow

Server 2012 B2 for x6d-based Systemns (KB300368 1

- Budc 2: Chon Approve va chon group hé diéu hanh pht hop véi ban update



Search >

Updates  Computers
Search the title, description, Knowledge Base article number, or the Microsoft ci

Secunty Response Center number of all updates. | i
Toal_ [#571723 1 |

Update Title

2020-08 Security Onhy Chug 112 R2 for xbd-based Systerns (KB4571723)

Approve... I

Decline
Revision Histony
Status Report

Approve Updates X

ﬁé‘;‘f To approve an update, select the group from this list of groups, click the arrow, and choose the type

¥ of approval.

Computer Group Approval Deadline

@ 7| All Computers Install 6/16/2021 3:00 AM
a' v Unassigned Computers Install (inherited) 6/16/2021 3:00 AM (inherited)
@ 7| Windows 10 Install (inherited) 6/16/2021 3:00 AM (inherited)

Install (inherited) 6/16/2021 3:00 AM (inherited)

6/16/2021 3:00 AM (inherited)

9 “| Windows Server 2012

9" Approved for Install Ctr+l  16/2021 3:00 AM (inherited)
Approved for Removal Ctrl«R  16/2021 3:00 AM (inherited)
Not Approved Ctri+N

@ The files fo Deadline he update can be approved but will not be
_available tc
Same as Parent Ctri+P
Cancel

Apply te Children Ctri+C

- Budc 3: Cai dat ban cap nhat va khoi dong lai may chu.

3.3. Kiém tra lai ban cai dit trén may cha

Céc buoc thuc hién tuwong tu & muc 2.2.

4. P6i v6i nhitng hé thong chwa cip nhit dwge DC

- Budc 1: Vao may chu DC, chon Start > Nhap services.msc > Enter



B

Apps

*  Windows Server Update Services >

* Component Services >

“ Microsoft Azure Services >
Analysis Services Deployment N
Wizard 18

= Active Directory Sites and Services >

Settings

(2 Use online services with Narrator >

A Do not allow Microsoft to use your N
voice to improve speech services

Search the web

£ service - See web results >

£ service

- Bué6c 2: Tai muc Services, tim dén muc Print Spooler > chudt phai
chon Properties



O

Print Spooler Name “ Description  Status Startup Type  Log 4
‘i, Perfformance Counter DLL ...  Enables rem... Manual Loc

Stop the SCMCC_ £, Perfformance Logs & Alerts  Performanc... Manual Loc

Restart the service 4 Plug and Play Enablesac.. Running Manual Loc
4 Portable Device Enumerator... Enforcesgr.. Running Manual (Trig... Loc

Description: Lk p YEl Manages p ing__Automati

This 59""?“ 5P°?|5 P"i_"tj°b5 "_"d E nnt Spooler This service ... Running Automatic

handles interaction with the printer. R e E s encions and NotH... “Manual

If you turn off this service, you won't . 3 A !

be able to print or see your printers, -~ Problem Reports and Soluti... This service ... Manual Loc|
4, Remote Access Auto Conne... Creates a co... Manual Loc
©J, Remote Access Connection... Manages di... Manual Loc!
4, Remote Desktop Configurat... Remote Des.. Running Manual Loc
%, Remote Desktop Services Allows user... Running Manual Net §
..45. Remote Desktop Services U... Allowsther.. Running Manual Loc
. Remote Procedure Call (RPC) TheRPCSS.. Running Automatic Net
£, Remote Procedure Call (RP... In Windows... Manual Net
" Remote Registry Enables rem... Disabled Loc!
£, Resultant Set of Policy Provi... Provides a n... Manual Loc
*% Routing and Remote Access  Offers routi... Disabled Loc
4, RPC Endpoint Mapper Resolves RP... Running Automatic Net
% Secondary Logon Enables star.. Running Manual Loc
£ Secure Socket Tunneling Pr... Provides su... Manual Loc |}
<| [ [ 3]

- Budce 3: Chon Startup Type: Disable; Services Status: Stop



Service name:; Spooler
Dizplay name: Prirt Spooler

Description: iz service spools print jobs and handles interaction -
’ the printer. lmtumdfmism.ymmn'th

[

You can specify the startt parameters that apply when you start the service
fram here.

Start parameters: |

- Budc 4: Chon OK dé hoan thanh thiét 1ap.
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